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INTRODUCTION

As of this writing, Bill C-16" is going through second reading in the House of Commons. C-
16 makes significant amendments to the Criminal Code and other federal statutes, all of
which are loosely organized around the themes of domestic violence and child abuse. A
very brief summary of the amendments follows below.

Amendments to the Criminal Code include:

e A new offence prohibiting “coercive or controlling conduct”;

e Elevation of murder to first-degree murder if done in the context of domestic
violence, sexual violence, human trafficking, or “hate”;

e Arequirement that the court consider life-10 or life-25 as a sentence for
manslaughter under the above circumstances;

e Removal of the subjective fear requirement from the offence of criminal
harassment;

e A prohibition against distributing pornographic deepfakes;

e A prohibition against distributing bestial pornography;

e New prohibitions regarding child sexual abuse;

e Sentencing provisions intended to get around existing section 12 jurisprudence
around mandatory minimum sentences;

e Procedural amendments regarding testimonial aids to witnesses; delay in
proceeding; affidavit evidence; admissibility of a complainant’s sexual history;
compellability of third-party records.

Amendments substantially similar to those of the Criminal Code are also proposed for the
Youth Criminal Justice Act (which governs criminal procedure for minors) and the National
Defence Act (which governs criminal procedure for service members).

" Formally, An Act to amend certain Acts in relation to criminal and correctional matters (child protection,
gender-based violence, delays and other measures). Available here:
https://www.parl.ca/DocumentViewer/en/45-1/bill/C-16/first-reading



https://www.parl.ca/DocumentViewer/en/45-1/bill/C-16/first-reading

Minor amendments are made to the Firearms Act, Corrections and Conditional Release Act
and the Mutual Legal Assistance in Criminal Matters Act.

Finally are amendments to An Act respecting the mandatory reporting of Internet child
sexual abuse and exploitation material by persons who provide an Internet service (aka the
Mandatory Reporting Act). These amendments include:

An open-ended expansion of the definition of “Internet service” to include email
providers and social media platforms, and other entities prescribed by regulation;?
An obligation for all Internet service providers to report suspected CSAM offences to
a prescribed law enforcement body, including “transmission data” (as defined in the
Criminal Code);®

An extension of the requirement to preserve, and subsequently destroy, computer
data, from 21 days to one year;*

An increase of the limitation period for prosecutions under the Act to five years
(from the previous two).®

A clarification that the MRA is not to be construed to limit any obligation under
federal or provincial privacy legislation.®

The following quotes highlight key operative provisions:

[existing duty]

Duty to notify

3 (1) If a person who provides an Internet service to the public has reasonable
grounds to believe that their Internet service is being or has been used to commita
child sexual abuse and exploitation material offence, the person must notify the law
enforcement body designated by the regulations of that fact as soon as feasible and
in accordance with the regulations.

[new requirement]
Transmission data (2)

2 Mandatory Reporting Act, SC 2011, c 4 at s 1(1) for definition, and 12(a) for regulation-making authority. The
previous (existing) definition of “Internet service” was a closed list of “a service providing Internet access,
Internet content hosting or electronic email”.

3 MRA, supra at s 3. The previous (existing) obligation was simply to notify any peace officer, and did not
include a requirement to provide transmission data.

4MRA, supra at s 4.

S MRA, supra ats 11.

8 MRA, supra at s 9.1 (proposed).



If the material related to the offence is manifestly child sexual abuse and
exploitation material, the person must include with the notification a document
containing any transmission data, as defined in section 487.011 of the Criminal
Code, related to the material that could assist in the investigation of the offence.
[Emphasis added]

DISCUSSION
There is a lot of material for criminal defence lawyers to take issue with in Bill C-16, but this
briefing note focuses on the amendments to the Mandatory Reporting Act:

e The opening of the definition of “Internet service” greatly expands the Minister’s
ability to deem an entity an “Internet service” provider;

e The requirement to notify a particular prescribed law enforcement agency, and the
requirement to provide transmission data, is a significantly more onerous
obligation;

e The extension of the data retention requirement from 21 days to one year
presumably imposes extra costs on a provider, while increasing their legal exposure.

All of this may engage section 8 of the Charter (unreasonable search and seizure).

Section 8, informational privacy, and the Internet
A search/ seizure for the purposes of section 8 occurs when a person has a reasonable
expectation of privacy in the subject matter of the search/seizure.’

In addition to personal and spatial/territorial privacy, section 8 protects informational
privacy, defined as a “biographical core of personal information” that citizens of a free and
democratic society would wish to preserve from the state’s knowledge.? Informational
privacy has three recognized aspects: privacy as secrecy, privacy as control, and privacy as
anonymity.®

Informational privacy concerns are highest when aspects of an individual’s identity are at
stake, including information about one’s lifestyle, intimate relations, and political or
religious opinions.™

7 Rv Tessling, 2004 SCC 67 at para 18.

8 Rv Plant, 1993 CanLlIl 70 (SCC) at p 293.

°Rv Spencer, 2014 SCC 43 at para 38.

0 plant, supra; Thomson Newspapers Ltd v Canada (Director of Investigation and Research, Restrictive Trade
Practices Commission), 1990 CanLIl 135 (SCC) at pp 517-518.



Internet subscriber information engages a high level of informational privacy when linked to
specifically observed, anonymous Internet activity," as does an Internet Protocol (IP)
address.™

Key jurisprudence to know: R v Plant, R v Spencer, R v Bykovets

KEY POINTS

e While the actions of pedophiles or users/distributors of child pornography are
deplorable, privacy on the Internet matters, and is important for everyone

e Amendments to the Mandatory Reporting Act require Internet service providers, as
defined in an open-ended manner, to disclose transmission data to law
enforcement on the low threshold grounds of “reasonable suspicion”

e Transmission data engages a reasonable expectation of privacy, and can reveal a lot
about a person

¢ Innocent Canadians are likely to have their private transmission data end up in the
hands of law enforcement as a result of these amendments

e The trend of requiring private actors to disclose customer information to the state is
unlikely to remain confined to child pornography users on the Internet — the co-
optation tactic may easily apply in future to anyone deemed oppositional or
undesirable by the government

The information contained in this briefing note is provided for informational purposes only,
and should not be construed as legal advice on any matter.

" Spencer, supra at paras 47, 51.
2 R v Bykovets, 2024 SCC 6 at para 70.



